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Summary

The need for reliable security solutions in facilities with sensitive perimeters, such as critical
infrastructure, residential areas, and international borders, has prompted the search for
innovative solutions that can cover more areas while being affordable. Traditional security
systems face challenges in terms of efficiency, reliability, and cost-effectiveness when dealing
with large dimensions, which is cost-prohibitive. The aim of this thesis is to explore the use of
Unmanned Aerial Vehicles (UAVs) to address the security concerns associated with large
outdoor perimeters to develop a methodology that maximises the benefits of UAVs. The
research plan focuses on the design of a comprehensive UAV system that enhances efficiency,
reliability, and cost-effectiveness, with a specific emphasis on image processing. The
proposed UAV system combines modern methods and principles to achieve the primary goal
of reconnaissance, providing real-time information and periodic surveillance data, and

optimising the 5Ds — Demarcation, Deterrence, Detection, Delay, and Defeat of intruders.

In this research, we have identified the potential threat spaces and proposed a UAV system
that collects data on a regular basis (e.g. one sortie per day), and is designed for the minimum
viable requirements of cyber-physical security measures, sensors, and data processing
algorithms using tools such as image registration to electronically filter out extraneous data.
This proposal is expected to minimise the number of surveillance sorties by successfully
detecting intrusion clues and reducing the manpower required for image analysis by
computerising the process; as well as reducing the data storage to a fraction of the amount
collected. Although UAVs have been used for border surveillance for decades, confidentiality
and privacy issues have limited the publication of their operational data, preventing a
significant number of practical results from being researched. Another challenge is to find the
interoperability relationship between sensors to identify which combination of sensors has the
highest probability of detecting certain clues, ultimately improving the system efficiency, and

the successful handling of the collected data.

We have investigated how a well-designed UAV surveillance system, using advanced sensors,
could enhance current perimeter security measures, how periodic surveillance over large areas
could significantly reduce costs, and how the data collected from a periodic surveillance could

be as valuable as other means of surveillance from a cost/value perspective.



1. Background Of The Research

Currently, the security concerns about protecting the perimeters of large facilities have
encouraged many scholars to tackle the topic from different points of view [1]. Critical
infrastructures, residential areas, and international borders require a security system that
applies multidisciplinary research and has maximum preventive feedback. In this chapter, I

summarise the state of the art contribution by reviewing the most relevant scientific literature.

The adoption of a total mostly automated border surveillance strategy yields multifaceted
benefits by deterring potential intruders [2]. Enhanced situational awareness enables proactive
responses to potential threats, preventing illegal activities and safeguarding human and
economic interests. In addition, the systematic collection of data facilitates evidence-based
policy making. Many policymakers are pushing for accomplishing more surveillance on the
borders [3], resource allocation, and the continuous improvement of surveillance
methodologies for the future humanity dreamed of for safety, prosperity, and happiness [4].
Smart border surveillance represents a holistic and forward-looking approach to securing
critical frontiers. By embracing advanced technologies, fostering collaboration such as UAVs,
and leveraging intelligence, countries can fortify their borders against a spectrum of threats
[5]. As the global landscape continues to evolve, the need for intelligent border surveillance
remains critical to ensuring the integrity and security of critical infrastructure. In Europe,
Eurosur is designed as a system that gathers surveillance data from different units and
technologies into a single centre and produces situational awareness of the borders [6] & [7].
Itis used in “monitoring, detection, identification, tracking, prevention, and interception

of unauthorised border crossings” [8].

To ensure higher security measures, border protection agents usually utilise multiple advanced
technologies such as biometric sensors, unattended ground-based thermal imagers, UAV
systems, radiation detectors, surveillance equipment, radiation isotope identification devices,
vehicle and cargo inspection systems, integrated fixed observation towers, X-ray and Z
backscatter technology which produce photo-like images that help reveal most organic threats

and contraband for the detection of drugs, currency, explosives, and plastic weapons [9].

Figure 1. illustrates some of the technologies used for border protection, these technologies
are usually focused on higher-risk areas and near the populated regions, for remote areas
periodic surveillance patrols are chosen for affordability, sign-cutting and tracking, UAV

overflights, and partnership with communities are examples of programmes and techniques



that might be chosen for specific areas [9]. Border surveillance UAVs were used in anti-drug
smuggling operations on the United States-Mexico border in Texas by the Marines piloting it
for weeks in February 1990. The operation originally intended to counter drug smuggling
resulted in the detection of hundreds of illegal crossings and apprehensions [10]. UAVs have
been used for different types of transnational criminal activity, including by drug traffickers to
transport drugs across security zones, weaponized UAVs have also been reported, in the years
2012, 2013, and 2014, around 150 criminal drone incursions were documented by the US

Drug Enforcement Administration [11].
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Figure 1. Illustration of border protection technologies [9]

To minimise the losses caused by infringement on perimeters we need a standardised
measurement that can be used to evaluate solutions, while any life loss is a priceless tragedy,
and any inconvenience is a resounding defeat, estimating the losses in financial terms is still
practised for the practicality of research. In [12] they have reported that “Transnational crime
will continue to grow until the paradigm of high profits and low risk is challenged. This report
calls on governments, experts, the private sector, and civil society groups to seek to address
the global shadow financial system by promoting greater financial transparency”, Table 1.

shows the estimated annual value of different transnational crimes.



Transnational Crime Estimated Annual Value (US$)
Drug Trafficking $426 billion to $652 billion
Small Arms & Light Weapons Trafficking $1.7 billion to $3.5 hillion
Human Trafficking $150.2 billion
Organ Trafficking $840 million to $1.7 billion
Trafficking in Cultural Property $1.2 billion to $1.6 billion
Counterfeiting $923 billion to $1.13 trillion
lllegal Wildlife Trade $5 billion to $23 billion
[UU Fishing $15.5 billion to $36.4 billion
lllegal Logging $52 billion to $157 billion
lllegal Mining $12 billion to $48 billion
Crude Qil Theft $5.2 billion to $11.9 billion
Total $1.6 trillion to $2.2 trillion

Table 1. The estimated annual value of different transnational crimes (Source: [12])

On the other hand the cost of security measures starting with human resources, not only in
terms of salaries but also in terms of risk and the emotional costs is staggering, according to
[13], the cost of stress, anxiety, depression, and related psychological and physical effects
costs $125-$190 billion per year in the US, those emotional costs are highest among the

employees of the security sector.

The cost of perimeter security constitutes a significant aspect of any comprehensive security
strategy, and preventive measures to encompass various elements essential for safeguarding
physical boundaries. The investment per kilometre can vary significantly depending on a
number of factors such as the type of technology used, geographical terrain, existing
infrastructure, and specific security requirements, so flexibility in system design is required.
In general, estimates range a wide range, from tens of thousands to millions of dollars per
kilometre, depending on the complexity and sophistication of the surveillance system. [14]
explores “how border practices between states resonate with bordering practices between the
human and non-human” which requires the system to define what it is trying to detect when it

comes to non-humans beings, as well as objects.

Basic measures such as fencing and low-tech surveillance can be at the lower end of the
spectrum [15], while advanced technologies such as high-tech sensors, UAVs, and integrated
monitoring systems can increase costs significantly. In addition, factors such as accessibility,
environmental conditions, and the need for ongoing maintenance can contribute to the overall
cost. The common denominator in reducing costs is computerization as the computing power

continually increases functionality and reduces the resources needed. [16] have quoted a



statement about a “recent legislative proposals would have mandated that the US Border
Patrol accomplish 100% “persistent surveillance’ and an “‘effectiveness rate” of 90% (to be
calculated by dividing the total number of unauthorised incursions detected in a given area by

the total number of apprehensions or ““turn backs’’) along all US land borders”.

Unmanned Aerial Vehicles (UAVs), commonly known as drones, have emerged as
indispensable tools for border surveillance, offering diverse capabilities to enhance
monitoring and security [17]. The dynamic landscape of border challenges requires a variety
of UAVs, each designed to meet specific requirements and operational environments [10]. In
[18] a main and robust framework for the UAS was given, describing its main parts with

further analysis.

Drone Diversity
The big aerospace companies that have long led the drone industry offer high-powered, high-priced devices,
while a bevy of drone upstarts are pitching lightweight, low-cost drones. -

= Q/ J Q \'
PRICE: $100,000 $10,000-$15,000 $1,300 "
- hf
BIG AEROSPACE COMPANIES DRONES OF SMALLER STARTUPS
NAME  Global Hawk ScanEagle i Lancaster Hawkeye i Phantom Vision 2+
Manufacturer  Northrop Grumman i Insitu i PrecisionHawk i oa
PRIMARY USE  Military intelligence Surveillance Agriculture Photography
SIZE  47.6 feet long by i 56x102ft 4x4ft i 095x095ft.
1309-foot wingspan ! wingspan wingspan i quadcopter
WEIGHT 32,250 Ib. i 4850, 31b. i 280
ENDURANCE 28 hours 24 hours 45 min 25 min
SPEED 357 mph i 57to69mph 25 mph i 25mph
OPERATING 60,000 ft i 19500t 400 ft. i Less than 400 ft.
ALTITUDE i :
*Boeing subsidiary
Source and photos: the companies The Wall Street Journal

Figure 2. UAV Diversity [19]

the research reviewed on perimeter surveillance, which addresses several conceptual issues
related to the dimensionality of border vulnerabilities. The works explore recent strategies and
technologies aimed at enhancing security, as well as the costs associated with both criminal
activities and their countermeasures. Additionally, they delve into psychoanalytic theories and
the commonplace nature of border surveillance, demonstrating the effectiveness of various
technologies while also highlighting implementation errors linked to existing policies,
regulations, and public perceptions. The analysis converges on identifying key factors that

may influence perimeter security challenges over the next 15 years, illustrating that perimeter
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security phenomena are intertwined with numerous accelerating multivariate dynamics. This
necessitates that administrators adopt multi-level measures to manage or restrict access to

individuals, objects, and information. In this research, I have selected a few factors based on,
1. The impact on global security in the years 2020-2035
2. The impact on automation/computerization.
3. The impact on other fields.

4. The adaptability to new situations, conditions, or circumstances.

2. Objectives

This Ph.D. thesis aims to contribute to the field of perimeter security technology by
investigating the design and implementation of a UAV system tailored for large perimeter
facilities where a set of sensors can fly periodically to collect data along the target area. The
research objectives are to design a UAV system using modern methods and principles. The
envisioned system targets the fundamental goal of surveillance, providing information crucial
for securing extensive perimeters and optimising the 5Ds of security — Demarcation,

Deterrence, Detection, Delay, and Defeat.

3. Research Methods

Investigated in this research is the design for cyber-physical security, as preventive measures
to secure the UAV system itself from getting attacked on the information level by allowing
criminals access to diagnostic capabilities and strategies, therefore operating “under the radar”
rendering the system ineffective. And physical level where secured areas could be breached
by people or objects, sabotaging material, equipment, or infrastructure. Identification of six
main threat spaces to the system, and showing the steps of minimising these threats starting
from the supply chain of the system components and selecting the suitable antenna,
conducting periodic network mapping, also implementing multiple positioning techniques
strengthening the navigation system immunity to spoofing, as well as selecting an encryption

that balances the security and system resources needs.

The second factor is big data processing. In the literature, the electronic detection of objects in
aerial video and tracking moving objects have been successfully demonstrated, which

significantly improved UAV surveillance. In the forthcoming chapters, I will present my



findings on the importance of computerising the sign-cutting process. I propose an image
registration technique designed to electronically detect sign-cutting clues in periodic
surveillance images. In case the preventive layer of the perimeter fails to stop intruders,

sign-cutting would help to detect the clues even after a potential breach has occurred.

The fourth factor is design for adaptability, the variety of perimeter security needs, and the
constant changes in situations, conditions, or circumstances impede a “one solution fits all”
approach. I have proposed a design to be adaptable to the uncertainties of perimeter
requirements (length, height, technologies...). but based on a risk assessment evaluate the
cost/benefits ratio of each component by creating an unlimited dimensional selection criteria..
The foundation would be to regularly assess the available resources and the future multiple
emerging technologies and techniques to help determine what data to collect, and how to
collect. When and where, this will allow decision makers to design a system based on the
available budget, or based on the efficiency level, or based on expected future innovations,
starting with a pilot trial that is scalable to fit higher needs, the models optimise the

technology selection and the distribution along a perimeter.

4. Managing The Cyber-Physical Security Of The System

The majority of cyber threats to the UAV come through its antennas (onboard wireless
transceivers) during flight, the antenna is the main physical port for cybersecurity attack
vectors, threats either by sending a hacking code through it, or by receiving sensitive data
transmitted by the antenna to the GCS, or by jamming it, prohibiting it from communicating

at all.

Limiting the propagation beam of the data link between the GCS and the UAV to a narrow
space can protect from these threats, and strengthen the antenna’s gain, improving the signal
range and minimising the Freshnel zone radius. Using phased array antennas for the UAYV,
GCS, or both can create a safer line of communication, reducing the exposed space of attack

to an order of magnitude.

When the data is transmitted omnidirectionally it creates a spherical propagation that allows
an attacker to receive the data from any point in that sphere while focusing the transmission
direction into a very limited cone of space minimises the attacker’s chances of receiving the
signal outside, attacks such as the man in the middle (MITM), Denial of Service (DoS), and

data capture are examples of omnidirectional antenna vulnerabilities.



An automated vulnerability scanner can highlight most of the critical attack points in the
network [20], with a detailed description of the cyber problem, comparable to the Common
Vulnerabilities and Exposures (CVE), and suggest a variety of possible solutions and

advisories to secure them.

Knowing the characteristics of the network, all (used & unused) devices, hosts, ports, hops,
operating systems, services, and applications is essential for managing its security, therefore,
regular scanning of the network to ensure that the hardware and software connected is benign
and adequately secure would reduce the risk of attack. Scanning is the main tool that an
attacker would use to find vulnerabilities, incidents of attackers getting access to the UAV
controller, WiFi connection, and GCS computers have been reported. Identifying the ports and
their functions will help to eliminate the unnecessary ones and adequately secure the rest of

them.

Lack of adequate encryption is one of the most common vulnerabilities, Wi-Fi Protected
Access® (WPA) is a common data encryption for wireless networks and can establish secure
wireless communication between the UAV and the GCS, the third version WPA3 could use
128-256 bit session key size with simultaneous authentication, it uses the Advanced
Encryption Standard (AES) method which from an encryption point of view is sufficient for
adequate security and is widely used in modern UAVs, however, for an onboard UAV the
processing power and memory may in some cases require a lighter encryption method such as
Bleep64 which is a small, fast, and effective, consuming much less processing power and

memory, and does not require special encryption hardware [R1].

The large amount of cybersecurity data and its complexity is beyond the manual ability of
humans to organise and act on, however, Machine Learning (ML) models thrive on big data.
The use of ML could classify suspicious network activity and predict some threats changing

the reactive nature of cybersecurity and assisting the available human resources.

Onboard the UAV machine learning models could instantly identify potential threats, with
models such as motion and event detection having high accuracy to provide early warning of
suspicious activity. For surveillance UAVs where the perimeter is large, the area will be under
periodically interrupted surveillance, leaving segments of the protected area unsurveilled for
an extended amount of time, using a machine analytics model for man-tracking and
sign-cutting would help in terms of acquiring information about previous events, and it can

identify if suspicious electronic devices have been planted near the perimeter, by comparing
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the current video stream with the stream from the previous days and highlight the differences

in the two videos.

One of the most cost-effective performance techniques is to compare the Doppler residual
resulting from the relative motion of the satellites and the UAV, producing a spoofed signal
that matches the Doppler residual of the legitimate signal is relatively complex. Detecting the
spoofed signal is normally effective at rejecting their data, however, it has a low chance of
isolating the legitimate data for correct positioning. The consequences for failing to receive
legitimate GPS data by analysing the signals can be mitigated by integrating other positioning
methods suggested including the following,

1. Positioning Based on Inertial Measurement Unit IMU
2. Local Positioning System LPS

3. Positioning Based on Vision and Other Sensors

5. Sign Cutting And Image Registration

Man-tracking and sign cutting are some of the most essential tools to analyse surveillance
footage as they provide clues about events that have happened during the surveillance
absence. However, it’s highly recommended to automate the manual process that consumes a
lot of time and manpower. The recent advances in Unmanned Aerial Vehicles (UAVs),
Camera resolution, and most importantly computer vision & visual recognition technology
make the argument to computerise the Man-tracking process so compelling. In this research,
we investigate the possibilities and limitations of computer vision in this field. It’s important
to highlight here that our focus is on past events tracking, detecting signs 1-24 hours old, not
the ground moving target tracking where the computer vision detects a moving object and

follows it in real-time.

Physical signs could be vehicle or footprints, soil disturbances, broken branches, bruised
vegetation, recent campfires, leftover objects, and any changes to the environment. Detecting
these signs could increase the effectiveness of surveillance. These clues are detected by object
detection algorithms that use machine learning and deep learning architectures to analyse
image data and recognise objects working on the principles of convolutional neural networks,
Region-Based Convolutional Neural Networks (R-CNN), Fast R-CNN and You Only Look
Once (YOLO) with recognition efficiency of around 80-90%, or by human aided by image

11



registration algorithm that highlights the existence of the new changes in the UAV

surveillance path.

In some instances objects could be left behind either by trashing them or intentionally
planting them in the vicinity to collect data, the target would be detecting the object itself or
its effects e.g. electromagnetic signals could be searched for. Atmospheric variations are the
main contributor to a high signal-to-noise ratio, as the various intensities of sunlight, clouds,
and seasons require a large versatile dataset to train the neural network on, the image can be
divided into smaller images in case of a large body of water is visible in the frame, the sky

and clouds have similar effect. Shadows usually create smaller differences than real objects.

The scanning mission starts by flying the initial predetermined surveillance path, collecting
image data from the defined parameters of altitude, lens angle, and zoom, the automatic image
registration detects the number of changes per frame and the percentage of that change and
calculates the total weight of that change, based on a predetermined threshold, the algorithm
could call for a human supervisor action or continue the scan, the collected data is used for

self-learning of the algorithm, illustrated in Figure 3.

1. Analyze real-time
data
2. Adjust frames if
needed
3. Store Data.

Detect Changes

[dentify UAV

I’L‘SISU’HUDH

) Collect Data
Mission

1. Identify area

2. Scan Cancel the
Ask for more Compare update and
local data the change resume the

to threshold original path

Test the new Update flight

Information

pat h

A Call for supervisor B. Continue collecting
review new path data

Supervisor Arxchive for

Action future use

Figure 3. Flowchart illustration of a scanning mission [Author]
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Image registration is the procedure where two or more images of the same field are aligned
together using markers, it’s widely used in the medical field diagnostic tests such as magnetic
resonance imaging that collects 3D data of living organs to monitor changes inside the organ
tissues. It's also a common procedure in analysing satellite imagery, in our case the first imagery
taken to the certain region are the baseline to compare with the future imagery of the same
region, if the field view angle is not completely the same, a geometric displacement is necessary
to realign them together, changing the UAV position, camera, the scene lighting, or any element
in the scene will result in a change in the alignment of that image group [R4].

Computerising the process of image analysis is solving the overwhelming size of surveillance
imagery collected daily, one approach would be dividing the surveilled area into smaller pieces
that fit the UAV camera frame, selecting the same spatial position to capture the image to ensure
the maximum possible overlapping between the two images which will ultimately reduce the
signal-to-noise ratio (SNR). For the same area, images from multiple angles and altitudes could be
taken. The repeatability of the UAV positioning is important to increase the overall quality of the
process although there are many techniques to compensate and automatically realign the two
images all of them would affect the final efficiency.

The algorithm assumes the same-size image feed for every iteration, and to reduce the effect of
different brightness and contrast, a multimodal intensity registration has been used. To evaluate
the accuracy of the registration the mean squared error was selected, and the optimisation of the
overall alignment feedback is done by phase correlation for the initial images. The final
judgement of registration result quality was evaluated subjectively case by case as some signs need
emphasis on the intensity, while other cases might need more emphasis on the misalignment
between the two images. So far, I could not find one universal metric to quantify the overall
quality of detection. In all cases, manual fine-tuning of parameters gave slightly better results,
however, for this research only automated setup was considered. All trials performed on stable
images taken minutes apart to prove the concept, longer gaps are likely to be more challenging,
especially in terms of false positive alarms from detecting noise.

The misregistration caused by the different brightness can be in many regions of the image, the
algorithm can be set to contour the N segments of the image that have the highest intensity
difference. An example of a surveillance sign detected by the model. Figure 4. shows a sign of a
previous activity detected by a machine learning model, which will instigate a further

investigation, and could update the UAV mission to focus on the area looking for more signs.
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Figure 4. A. Shows the first surveilled scene, B. shows the location after time interruption, C.
shows the detected sign (A & B were sourced from [21], C is processed by Author).

6. Case Study Of A Proposed Solution: Example Of Jordan

I used the example of Jordan as a case study for the proposed solution. Jordan is an Arab
country in Southwest Asia located between N. Latitude 29° 11° and 33° 22’ and E. Longitude
34° 59’ and 39° 12°. It is bordered by Syria to the north, Iraq to the east, Saudi Arabia to the
east and south, and Palestine to the west, and the country is in a continuous effort to stop
smuggling activities on the border that include drugs, weapons, and foreign fighters. Iraq
shares 181 kilometres of international border with Jordan, Syria 375 kilometres, Palestine 335
kilometres, 26 kilometres of coastline, and Saudi Arabia 728 kilometres, adding to 1,645
kilometres of total border length.

The system is based on adding the element of UAV surveillance to increase the level of
protection of the border against various threats, each technology will be given a value based
on the threat assessments in terms of severity and probability of occurrence, the history of
intrusions along the certain segment of the border as well as the natural condition of the

different terrains will influence the effectiveness of the countermeasure, therefore, based on
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the operational value of each technology and its cost the model would prioritise their
selection. The evaluation sequence is as follows,

1. Identify which border segment needs surveillance;

2. Identify the potential threats for that segment;

3. Analyse the appropriate surveillance technology to detect the threats;

4

Assign a benefit value to the technology and the cost of acquiring it.

To select among tens of different technologies used in security drones a comparative
assessment of their overall cost-benefit ratio is needed. While one technology may vary
greatly in terms of quality, or performance, the assessment is useful as a baseline for selection
that can be overvoted by the decision-maker whenever a valid need arises in a particular
application context. The rating is based on ten criteria, (data criticality, data quantity, data
integrity, human support, ease of use). Camera data (video and still images) is the most widely
used sensor for border security as it captures a high amount of critical data, it’s reliable and
relatively easy to use, the competition for UAV cameras are satellite cameras, manned aircraft
cameras, or fixed & mobile ground cameras in specific areas of the border, the trade-off
benefits of UAV cameras are the mobility, cost, ability to operate unobtrusively, and cover a
massive area.

To optimise the distribution of the UAV bases an Integer Linear Programming (ILP) model

can be used, and another ILP model is used to optimise the technologies selection as follows,

ILP Model A.

The Kingdom of Jordan’s air bases are King Abdullah Air Base at Marka which is right on the
edge of the capital governorate of Amman, King Hussein Air Base at Al Mafraq Governorate
just a few kilometres to the northeast of Mafraq city, and Prince Hassan Air Base at pumping
station HS5 in the desert of Safawi 75 kilometres northeast of Amman. Muwaffaq Salti Air
Base at Azraq in the eastern desert, and King Faisal Air Base at Al Jafr in the southern desert,
as shown in Figure 43. The ground bases for the UAVs would be selected based on the
security demand along the border, the allocated budget, and the proximity of existing force

stations and patrols [R2].
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Figure 43. Map of the Royal Jordanian Air Force bases distribution [22]

The first, discrete optimisation model, the maximum coverage formulation, is based on 10
potential base locations near the border, to find the minimum number of ground bases that can
cover the selected segment of the border. Starting from Irbid city as an area 1 in the northwest
and flying counter-clockwise along the border up until Ramtha city as area 10, the border is
divided into segments each has a length of 200 kilometres, with a 35 kilometres of overlap
between every two segments represented as x1, x2, ..x10, the UAV flight range is 600

kilometre so the UAV can bypass at least one ground base at a time whenever needed.
The objective function is:

Minimise )’ xj, j (j from 1 to 10)

Set of constraint
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Ty + o+ T
T+ T2
Iy + Tg + @y
Ty + Ty

Iyt xs + T

>1 (areal)
> 1 (area?)
>1 (area3)
> 1 (aread)
>1 (areab)
( )
( )
( )
( )

Is + &g >1 area 6
Tg + 7 = 1 area 7
T + a7+ xx >1 area 8
Ty + xg > 1 area 9
Tg + Ty + Xy =1 (E].I'CEL J_O)
(x1,...,219) are binary.
ILP Model B.

A knapsack model is proposed to optimise the number of sensors to be carried on each UAV,

as the same vehicle can cover the whole border, it will have at least 2 bases to land for

maintenance and refuelling, no one technology can be selected (n+1) independent times

unless all other needed technologies got selected for at least (n) times. The following Table 6.

shows the technology costs and operational values for the Camera, Lidar, Physical/Biological

Samples Collectors (PBSC), Hyperspectral Camera, Radar, Tele-Communication Human to

Machine means (TCHM), Object Installer Capability (OIC).

Camera Lidar | PBSC Spectral Radar TCHM OIC
Camera
Cost (thousands) 1 20 28 15 1 5 40
Value 100 60 35 90 90 70 100

Table 2. Samples of technology costs and operational values [Author]

Given a budget of $80,000, the following model is used to maximise the values/cost. Y]

represents technology (1 if selected, 0 otherwise).

The objective function is:

maximize

100x, + 60xy + 55x3 + 90xy + 90x5 + 7026 + 10027
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Set of constraints:
xy + 20xs + 28x4 + 1524 + 1las + Dxy + 4027 < 80
Results of Models A & B,

Applying the above models shows that at least 4 ground bases are needed to cover the length
of the border (x2, x4, x6 and x9). Technology-wise running the model result of selecting (4
cameras, 3 radars, 2 TCHM, 1 spectral camera, and 1 Lidar). However, from a practical view,
the result in this case shows repetitive selection of the same technology reducing the overall
operational value, while other technologies did not get selected at all due to budget
limitations. An additional $2000 to the budget would result in getting six different
technologies (all except PBSC). The metric for estimating the operational value is a dynamic
multi-dimensional equation that considers the repetitiveness of selecting a technology, also
provides insight into the budget brackets, and most importantly modulates the
interoperationility of multi-sensory data. Table 7. was used to evaluate the operational value

of different sensor systems.

7. New Scientific Results

The essence and meaning of my scientific research work made during my Ph.D. studies can

be summarised in the following theses:
Thesis Nol

The cost-prohibitive persistent surveillance can be optimised into a periodic surveillance
system that significantly reduces the number of sorties, while still providing valuable data.

[R2] and [R4].
Thesis No2

An industry-standard level of safety can be achieved, for the system’s additional potential
threats. I identified six methods of increasing the system's immunity while maintaining the
overall cost advantage, and showed that the high rate of crashes is largely due to the new
designs, or underinvestment by choosing compromised technologies. I found no evidence that

non-compact manned surveillance vehicles are significantly safer than UAVs. [R1].
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Thesis No3

Using an automated image registration technique, the successful detection of clues that aid in

automating the process of sign-cutting is achieved. [R1] and [R4].

8. Conclusion

This research highlights the urgent need for additional security measures to safeguard the
extensive perimeters of critical infrastructure. It investigates the use of UAV systems
equipped with advanced sensors to minimise potential threats by gathering and processing
surveillance data. The focus is on three main objectives: identifying the current capabilities
for collecting quality data; determining what needs to be added, such as automating the
filtering and analysis processes; and validating these needs through the application of
technologies, techniques, and strategies in designing a case study. My research findings
indicate that UAV systems cannot be replaced by alternative systems to increase efficiency,

and that periodic surveillance can provide valuable information.

Jordan currently uses physical barriers of walls and fences on some segments of the border, in
addition to regular security personnel patrolling areas near the border, as well as multiple
layers of technologies including cameras and radars with variant bands of the spectrum,
buried in the ground seismic and acoustic sensors, both permanent fixed and mobile sensors
carried on ground and aerial vehicles. The design of border surveillance is virtually identical
to looking for a needle in a haystack, risk assessment, budget, technology selection, operation
locations, strategies and techniques all represent haystacks covering the potential border crime
that we are trying to prevent. The nature of the Jordanian border is sandy loam in texture and
generally devoid of vegetation making it suitable for sign-cutting in aerial surveillance,
especially for the immediate concerns of recent smuggling of drugs and weapons operations
across the Syrian border into Jordan, which have been identified by the Ministry of Foreign
Affairs as a threat to national security, emphasising that Jordan will continue to confront this

danger and the criminal groups behind it.

Theses in this work conclude that UAVs can provide critical surveillance value that cannot be
substituted by satellites, aerial balloons, or fixed and mobile ground sensors, leaving the
arguments of performance efficiency comparable to only manned aerial surveillance,
comparing the total cost per flown hour of the two systems, specific advantages such as

endurance & manoeuvrability, and the objective of minimising human power and human risk.
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The author accepts Hypothesis 1 proven, which posits that “Utilising UAVs equipped with
advanced sensors and processors can enhance the surveillance of lengthy perimeters,
supporting their ongoing use in border security from a cost-benefit perspective”. For most
applications, the high and advanced sensors are not affordable in the case of a fixed on the

ground scenario, mobile on the ground also limits the range and the speed of scanning.

By 2024, there were many reported cases of UAVs either crashing, being jammed or shot
down, as well as incidents of hacked information. Despite the lack of significant data on
border surveillance UAVs, we could judge by the industry metrics, comparable to similar
autonomous vehicle and manned surveillance systems. Therefore, the author accepts
Hypothesis 2 proven, which posits that “The cyber-physical security of a perimeter
surveillance UAV system can be managed to achieve a predefined level of security, ensuring
resilience against potential threats”. I have shown that UAV systems are not necessarily
riskier to fly if similar budgets are invested in the capabilities available to manage their

cyber-physical security.

The author accepts that Hypothesis 3 has been proven, which states that "Machine vision can
be used to detect clues to assist in the automation of the sign-cutting process in perimeter
surveillance image data". Despite the limited data tested, an automated intensity-based image
registration algorithm can filter out a large amount of images and quantify how much a
particular scene frame has changed from the last scan, allowing the user to set a threshold at
which level of change must be further analysed, this could help analysts to allocate their
attention accordingly and mark a milestone to build on and develop further. Identified in

Chapter 4. are the main clues that needed to be detected by an automated algorithm.

As this is a new topic, the open literature has very limited data on the accuracy of sign-cutting
clues recognition by machine vision algorithms, urging the need for a benchmark dataset to
train and test recognition algorithms and produce a measurable level of accuracy of the
process. Therefore, the author rejects Hypothesis 4, which posits that “Perimeter surveillance
UAVs can operate autonomously, and detect the majority of sign-cutting clues of intrusion
using electro-optical imaging systems”. A reliable detection model is one in which the system
is able to recognise clues in a standardised way of measuring the performance, for instance,
the Top-5 accuracy is a measure of how often a model's top five answers match the expected

answer, which is common in the field of machine vision.
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